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1. Abstract 
The promotion of gender equality and the empowerment of women and girls is high on 
the agenda of international organisations. Despite this there is clear evidence that 
violence against women and girls (VAWG) generally, and on the Internet specifically, is 
on the rise. As a result, more and more women tend to move away from full participation 
in social platforms and other means of interacting on the Internet.   
 
While it is believed that laws and regulations could help to tackle the problem, there are 
a number of impediments to the full implementation of this form of control. Some believe 
that controlling content goes against the right of free speech while others point out that 
laws which may cover violence against women at a tangible, physical level, do not 
include measures for violence when it occurs on electronic media. This situation is 
compounded by the fact that there is not yet a clear and agreed upon definition of what 
constitutes violence against women on the Internet.   
 
In addition, few women in developing countries know about forms of protection or 
possibilities for redress that may already exist, or the possibility offered by the Internet 
itself for gathering support to fight against cyber VAWG, as some choose to call it, either 
individually or as influence groups.  Sensitization and awareness-raising on the various 
ways that can be used to combat violence against women on the Internet need to be 
seen as essential first steps in the fight against this form of violence. 

2. Defining Gender Rights and Violence Against Women on the Internet 

The recently adopted Sustainable Development Goals (SDG) 2015-2030, (and the 
preceding Millennium Development Goals (MDG) 2000-2015), place gender equality 
and the empowerment of women high on the list of development priorities worldwide1.  
More specific sub-goals ask for the elimination of “all forms of violence against all 
women and girls in the public and private spheres” and the enhancement of “enabling 
technology, in particular information and communications technology, to promote the 
empowerment of women”.2   
 
Despite these very worthy goals and  the considerable amount of work that has been 
done at global level, a recent UN report3 states that one in three women will have 
experienced violence in her lifetime and that even though “the growing reach of the 
Internet, the rapid spread of mobile information and communications technologies 
(ICTs) and the wide diffusion of social media have presented new opportunities and 
enabled various efforts to address Violence against Women and Girls (VAWG)… they 

                                                           
1
 While the 3rd MDG spoke of ‘promoting’ gender equality and ‘empowering’ women, the 5th SDG refers to 

‘achieving’ gender equality and ‘empowering’ all women and girls.  
  
2 https://sustainabledevelopment.un.org/?menu=1300 

 
3
 http://www.unwomen.org/en/digital-library/publications/2015/9/cyber-violence-against-women-and-girls 

 

https://sustainabledevelopment.un.org/?menu=1300
http://www.unwomen.org/en/digital-library/publications/2015/9/cyber-violence-against-women-and-girls
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are also being used as tools to inflict harm on women and girls. Cyber-VAWG is 
emerging as a global problem with serious implications for societies and economies 
around the world”.4 The report highlights the fact that an estimated 73% of women who 
use the Internet have endured cyber violence, and that women are 27 times more likely 
than men to be harassed online.5  
 
The Declaration on the Elimination of Violence against Women defines violence against 
women as “any act of gender6-based violence that results in, or is likely to result in, 
physical, sexual or psychological harm or suffering to women, including threats of such 
acts, coercion or arbitrary deprivation of liberty, whether occurring in public or in private 
life”.7  
 
The document that emerged from the Best Practice Forum on Practices to Counter the 
Abuse of Women Online8  during the Internet Governance Forum of João Pessoa in 
November 2015, also points out that online abuse of women and gender-based violence 
is perceived differently in different regions of the world and that “the terminology used 
for it is inconsistent”. Moreover, the rapid pace of change in ICTs creates a situation 
where the definition of VAW as presented above, needs to be seen as „facilitative‟ rather 
than „exhaustive and definitive‟ .  
 

3. Internet Based Violence Against Women in Different Parts of the 

World 
The UN report referred to earlier suggests that there are three major ways for 
combating „cyber‟ violence:  i) sensitization to the dangers that exist, ii) safeguards 
against all forms of harassment, and iii) sanctions against perpetrators of Internet 
abuse.  To be acted upon, the last two measures require the existence of national (and 
possibly global) regulatory systems and legal frameworks, but as the Executive Director 
of UN Women, Phumzile Mlambo-Ngcuka says: “One in five female Internet users live 
in countries where law enforcement  [agencies] are extremely unlikely to respond to 
Internet violence, and only 26% of law enforcement agencies in the 86 countries 
surveyed [for the UN Report on Cyber Violence – see footnote 3 for link] are properly 

                                                           
4
 http://www.unwomen.org/en/news/stories/2015/9/cyber-violence-report-press-release 

 
5
 http://time.com/4049106/un-cyber-violence-physical-violence/ 

 
6
 It is generally acknowledged that Gender is socially constructed and learnt through socialisation.  It “refers to 

social attributes and opportunities associated with being male and female, and the relationships between women 
and men and girls and boys, as well as the relations between women and those between men”. (IGF - BPF on 
Online Abuse and Based Violence Against Women, Interpretation Notes, page 6. See footnote 8.) 
 
7
 http://www.endvawnow.org/en/articles/295-defining-violence-against-women-and-girls.html 

8
 http://www.intgovforum.org/cms/documents/best-practice-forums/539-draft-jp-bpf-wome 

 

http://www.unwomen.org/en/news/stories/2015/9/cyber-violence-report-press-release
http://time.com/4049106/un-cyber-violence-physical-violence/
http://www.endvawnow.org/en/articles/295-defining-violence-against-women-and-girls.html
http://www.intgovforum.org/cms/documents/best-practice-forums/539-draft-jp-bpf-wome
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prepared to address the problem”.9  The report itself acknowledges that “it is rough 
being a woman on the Internet in North America”, but that “women in the Global South 
also experience Cyber VAWG, but these are usually less well-publicized”. 
  
An assessment by the Association for Progressive Communications (APC) 10  of three 
Internet intermediaries, namely Facebook, YouTube and Twitter, shows that the manner 
in which they report violence against women does not take into account the 
“experiences of non-North American/European women” even though it is common 
knowledge that the services of these social media companies reach across the world 
and are used by women everywhere. Facebook and Twitter, for example, do not 
“appear to have any formal relations with women‟s rights groups outside of Europe and 
North America” and their definitions of terms relating to cyber violence (e.g. „hate 
speech‟, „offensive behaviour‟, „harassment‟, etc) are used without attempting to 
understand them in different social or cultural contexts. The APC report also makes it 
clear that in the absence of information on the demographic characteristics of 
complaints handlers in these companies or of their training, “it is difficult to know 
whether they have an appreciation for international human rights and national legal 
frameworks regarding violence against women”.11 
 
Even though, as stated above, cases of Violence against Women on the Internet in 
what is called the Global South, including Southern Africa, are not well-publicised, there 
are examples which show that it exists and may be more widespread that many think. 
 
A female politician from the Democratic Republic of Congo (DRC) who ran for 
parliament and won, was the victim of phone harassment from a man who would call 
from a blocked number to insult and threaten her because she had been elected. In the 
same country, three female radio journalists from Northern Kivu who regularly reported 
on cases of women who had been victims of rape received threats to force them to stop 
reporting on the issue. Referring to the situation in DRC, the author of the 2013 
GISWatch report for the country, starkly states: “Telephones and applications that allow 
anonymity are used to frighten women”.12 
 
In the GISWatch 2015 report for Malawi, the author tells the story of a prominent 
Malawian feminist who wrote an open letter to a former president of the country 
disagreeing with the latter‟s comments on the institution of marriage.  As a result she, 
and members of her family, became the target of considerable abuse, most of them 
posted on Facebook and the electronic Nyasa Times, in addition to 20 links on the 
Internet.  The victim described the abuse as „mysogynistic insults‟ and  wrote that the 
cyber violence she experienced “is a true manifestation of patriarchy and an androcratic 

                                                           
9
 http://www.unwomen.org/en/news/stories/2015/9/cyber-violence-report-press-release 

 
10

 https://www.apc.org/en/pubs/end-violence-internet-intermediaries-and-violence 
 
11

 As for footnote 10. 
12

https://www.giswatch.org/en/country-report/womens-rights-gender/democratic-republic-congo 
 

http://www.unwomen.org/en/news/stories/2015/9/cyber-violence-report-press-release
https://www.apc.org/en/pubs/end-violence-internet-intermediaries-and-violence
https://www.giswatch.org/en/country-report/womens-rights-gender/democratic-republic-congo


5 | P a g e  
 

social order that… must be challenged over and over… Its result is… that women will 
continue to cringe in private spaces for fear of participation in public spaces and in 
cyber dialogues on their own terms…”13 This perception of things is confirmed by 
Mlambo-Ngcuka who comments that cyber violence exists on a continuum with physical 
violence and that both problems are by-products of a society that is inherently unequal 
for women.14 
 

4. Brief Overview of Existing Approaches for Combating Violence 

Against Women on the Internet and Through Other ICTs 
Not many countries, worldwide or in the region, have policies that clearly protect women 
against violence on the Internet.  Some rely on their Criminal or Penal Code but by and 
large these legal instruments, which may cover violence against women in general, do 
not include specific measures that cover VAWG on the Internet or through other forms 
of ICTs.  It is claimed that “perpetrators of VAWG are rarely held accountable due to the 
relatively low capacity to prosecute offenders”. UN Women states that there is a definite 
need for establishing laws against cyber VAWG and for ensuring their implementation.15  
It should be noted that, in many cases – specially in developing countries - victims of 
cyber VAWG are either unaware that there is legal recourse to deal with the situation16 
or, as the case may be, do not have the means to take legal action. In the case of 
violence on social media platforms, it is reported that some are not aware that it is 
possible to complain on these platforms. In addition, there is a general lack of 
awareness as to what constitutes abusive behaviour or gender-based violence online.  
 

The APC report which looked at user policies and redress frameworks for three 
intermediaries, found, among other things, that at practical level there was i) a 
reluctance to engage with technology-related violence against women and that 
intermediaries only did so when it turned into a public relations issue17; ii) reporting and 
redress processes were not open and transparent; and iii) there was no public 
commitment to human rights standards in the way they operated18. 
 

                                                           
13

 https://www.giswatch.org/en/country-report/sexual-rights/malawi 
 
14

 http://time.com/4049106/un-cyber-violence-physical-violence/ 
 
15

 http://www.unwomen.org/en/news/stories/2015/9/cyber-violence-report-press-release 
 
16

 As for footnote 12. 
17 For further reading on this issue see: http://www.theatlantic.com/technology/archive/2014/10/the-unsafety-

net-how-social-media-turned-against-women/381261/  

 

18
https://www.apc.org/en/pubs/end-violence-internet-intermediaries-and-violence  

 

https://www.giswatch.org/en/country-report/sexual-rights/malawi
http://time.com/4049106/un-cyber-violence-physical-violence/
http://www.unwomen.org/en/news/stories/2015/9/cyber-violence-report-press-release
http://www.theatlantic.com/technology/archive/2014/10/the-unsafety-net-how-social-media-turned-against-women/381261/
http://www.theatlantic.com/technology/archive/2014/10/the-unsafety-net-how-social-media-turned-against-women/381261/
https://www.apc.org/en/pubs/end-violence-internet-intermediaries-and-violence
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5. Examples of Actions that Have Been Taken to Counter Violence 

Against Women on the Internet 
The IGF Best Practice Forum on Online Abuse and Gender-based Violence against 
Women found that the types of actions taken to counter this form of abuse vary 
considerably around the world.  In their view it is “critical that public and private sector 
approaches to the issue be developed transparently in consultation with current users 
(including victims and survivors of online abuse and/or violence) and civil society 
organizations”19 with the intention of creating solutions that will work – since the issue 
has to be tackled within the global context and includes a very wide range of 
stakeholders. 
 
In view of the fact that the enactment of laws and the introduction of national or global 
policies are long drawn-out processes, some are, in the short term, investigating ways 
in which intermediaries can intervene to either prevent, or minimise, gender-based 
violence online.  
  
Some intermediaries have attempted to take steps to prevent what are clearly seen as 
human rights violations, as when Facebook agreed to discuss posts with a US victim on 
a case-by-case basis. Unfortunately this exchange “became locked in disagreement 
over what constituted „safety‟ and „hate‟ on the site”. The victim and other activists 
eventually found an alternative way of putting pressure on the social media company: 
they started calling known and credible companies whose adverts appeared next to 
violent and offensive postings. As a result, companies started pulling out their 
advertising and within a month, Facebook issued a public response acknowledging “that 
our systems to identify and remove hate speech have failed to work as effectively as we 
would like” and promising “We need to do better and we will”. Despite this, the 2014 
APC report highlights the fact that none of the three major social media companies 
covered made a public commitment to human rights standards or to the promotion of 
rights, “other than the encouragement of free speech.” 
 
There is, admittedly, the difficulty of assessing reported posts and taking appropriate 
action. The author of a book on Internet bullies20 reveals that moderators working on 
Facebook, for example, have about 30 seconds to assess each reported post and there 
are millions of such posts every week. A number of companies which offer „moderation‟ 
services for the Internet have been set up but their operations are seen as „opaque‟ as 
they do not divulge information on the criteria they use for operating. On the other hand, 
non-profit organisations which offer the same services tend to be open and transparent 
in their business practices. 
 

                                                           
19

 http://www.intgovforum.org/cms/documents/best-practice-forums/539-draft-jp-bpf-wome 
 
20 http://www.theatlantic.com/technology/archive/2014/10/the-unsafety-net-how-social-media-

turned-against-women/381261/ 

 

http://www.intgovforum.org/cms/documents/best-practice-forums/539-draft-jp-bpf-wome
http://www.theatlantic.com/technology/archive/2014/10/the-unsafety-net-how-social-media-turned-against-women/381261/
http://www.theatlantic.com/technology/archive/2014/10/the-unsafety-net-how-social-media-turned-against-women/381261/
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6. Unresolved Issues Where Further Multi-Stakeholder Cooperation 

is Needed 
The number of women in leadership positions in „tech‟ is remarkably low. It is reported 
that 89% of startup leadership teams are all male and 90% of tech employees (including 
the social media moderators and complaints handlers referred to earlier) are men.  It is 
also reported that 56% of women who enter tech, leave the industry, often because of 
perceived sexism.21 When one considers that dealing with the existence of gender-
based violence and abuse online is ultimately dependent on the will and interest of the 
people who manage and run „tech‟, the magnitude of the challenge becomes clear.  
 
In the IGFs meetings themselves, gender issues tend to appear on the agenda of 
sessions on human rights and are often absent in sessions that concern core Internet 
values, network neutrality, the Internet of things, connectivity, spectrum allocation, etc22. 
Moreover, report cards for the IGFs of 2013 and 2014 show increasing numbers of 
women participants but the number of women panellists has remained the same, while 
the number of women moderators has dropped. 
 

7. Concluding Remarks and Ideas On the Way Forward 
The IGF Best Practice Forum puts forward the idea that where there is a need to 
develop legislative responses to the issue, “it is important that relief and redress be 
prioritised over criminalisation”.  Where intermediaries are concerned, it is felt that the 
situation is unclear and therefore that there is a need “for the public sector to evaluate 
its legal relationship with intermediaries”, including the level of obligations it can 
realistically impose on them. Nonetheless, it is agreed that intermediaries can „explore 
clearer and more explicit commitments to comprehensive human rights standards” and 
that existing legal frameworks “can provide guidance on the actions they can take to 
ensure that women‟s rights online are promoted and respected”.   
 
On the other hand, there are some, operating in ICT, who strongly believe that the right 
to „free speech‟ should not be tampered with (e.g. the head of international freedom of 
expression at the Electronic Frontier Foundation who thinks that social media platforms 
should not screen any content at all; or the co-founder of Twitter who said: “We strive 
not to remove Tweets on the basis of their content” and the company‟s recommendation 
that readers should simply “unfollow the offensive party” and express their “feelings to 
someone trusted, so that they can move on”).  Most, nonetheless, feel that there is a 
need to balance „free speech‟ with „safety‟‟ and most agree that all human rights are 
equally applicable online and „offline‟.  
 
Intermediaries and media companies are said to be highly responsive when it comes to 
copyright and intellectual property interests, as shown in the case of an Icelandic 

                                                           
21

 As for footnote 19. 
 
22

 IGF Review Platform.  Dynamic Coalition on Gender and Internet Governance (DC GIG), Recommendation 6. 
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woman  who created a page that reposted examples of misogyny she found elsewhere 
on Facebook. It is reported that “her page was suspended four times – not because of 
its offensive content, but because she was reposting images without written 
permission”23 - while the offensive images remained online. This essentially indicated  
that posting offensive  images or videos was found to be „acceptable‟ by the social 
media platform (in the name of free speech), but reposting the same images without 
written permission was seen as going against the principles of the platform and was 
dealt with promptly.  
 
The IGF BPF points out that while there have been a number of developments at the 
level of international organizations, the response from stakeholders within what is called 
the Internet governance ecosystem24 has been limited.  They state “Taking effective 
action to counter online abuse and gender-based violence is not only important in 
ensuring that the Internet fulfils its potential as a positive driver for change and 
development, but also in helping to construct a safe and secure environment for women 
and girls in every sphere of life”. And Mlambo-Ngcuka of the UN adds “If women 
become so intimidated and traumatized from the experiences they may have [on the 
Internet], it‟s a whole world that will be lost to them for the rest of their life” –  a result 
that seems to be the very opposite of what SDG 5 is committed to achieving. 
 

8. For Further Reading 
https://sustainabledevelopment.un.org/?menu=1300 
http://www.endvawnow.org/en/articles/295-defining-violence-against-women-and-girls.html 
 
 
 

 

                                                           
23

 http://www.theatlantic.com/technology/archive/2014/10/the-unsafety-net-how-social-media-turned-against-
women/381261/ 
 
24

 According to the Working Group on Internet Governance (WGIG) (2005): “Internet governance is the 
development and application by Governments, the private sector and civil society, in their respective roles, of 
shared principles, norms, rules, decision-making procedures, and programmes that shape the evolution and use of 
the Internet.”  Found at www.wgig.org/docs/WGIGREPORT.pdf 
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