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1. Introduction 
The past thirty years have seen tremendous growth in the capabilities and reach of 
information and communication technologies (ICTs). The internet, especially, has 
revolutionised every facet of life from politics, economics, business, entertainment, 
education, social interaction and communication, and indeed culture in general. The 
internet offers news of ways addressing developmental challenges for Africans. 
Although it is not by any means ubiquitous in terms of access, for its regular users the 
internet has become second-nature and it is difficult to comprehend just how people 
without this technology survived three decades ago. The internet has been touted as 
the defining technology of our time and rightly so. It can be argued that although many 
“progressive” national constitutions, international conventions and covenants guarantee 
the right to freedom of expression and exchange of information, the majority of the 
people would not enjoy these rights as much, and to the extent they do now had it not 
been for the internet. But with the good, the Internet has also come with the bad. As 
more and more people transact on the internet, the criminally-minded have also moved 
into that space. This paper seeks to highlight key issues on human rights and consumer 
rights in the digital age. 

2. The Internet in Southern Africa 
The origins of the internet can be traced back to a United States military research 
agency experiment during the Cold War era in the 1960s that sought to develop an 
alternative interactive system that could take place between computers that were linked 
to each other. This was for covert purposes. The result was a data transmission method 
called “packet switching” which could move data within and through a computer network 
to a remote location. All such packets contain the address of their origin and their 
destination. The first network was installed in 1969, and connected four universities and 
by 1972, 37 computers were linked and the first basic e-mail software created. With the 
exponential expansion of the internet, standards for communicating on the internet were 
set from Transmission Control Protocol, Internet Protocol (TCP/IP), the Domain Naming 
System (DNS) to the emergence of the World Wide Web (www) which dramatically 
increased the ease of use and therefore the accessibility of the internet. Put simply, the 
internet is “a connection between two or more computer networks”1. To capture its 
magnitude, the internet can be described as “a global network providing 
communications between billions of interconnected individual computers and computer 
networks, primarily through the use of telephone lines”2. 
 
Up to the early 1990s, the internet was predominantly a tool for the academic/military 
community. During this period, the United States Government decided to allow 
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commercial use of the internet and from that period internet growth has been 
phenomenal. The commercialisation of the internet led to the emergence of internet 
Service Providers (ISPs) such as CompuServe and America Online in the United 
States, and MWEB in South Africa to name but a few. ISPs have networks of customers 
and their business is to provide their customers with access to the entire internet by 
entering into business arrangements with other networks to exchange traffic3. 
 
The first network in sub-Saharan Africa was set up in 1988 at Rhodes University in 
Grahamstown and the first data packet to be transmitted from sub-Saharan Africa was 
sent between South Africa and the United States in 19914, some three decades after 
the very first transmission took place in the US.  In Zimbabwe, Mike Jensen (an internet 
access specialist) and Rob Borland (then Chairperson at the University of Zimbabwe's 
(UZ) Computer Science Department) set up an NGO system Microcomputer Access for 
Non-Governmental Organizations (MANGO) in 1990. The same year the Low Earth 
Orbit (LEO) satellite system HealthNet was set up at the medical library at the University 
of Zimbabwe. MANGO was an NGO coalition led by a news agency, a research centre 
and an ecumenical centre, all of which worked on a regional basis with groups in 
several countries of Eastern and Southern Africa. In 1991, the Eastern and Southern 
African Network (ESANET) was set up at UZ by Rob Borland and Mike Jensen – like 
Mango it was a store and forward Fido based system5. The Fidonet system allowed low 
cost „store-and-forward‟ communications between individual computers and network 
„post offices‟. This technology operated well even over very poor phone lines, making it 
ideal for use in Africa. Some countries followed thereafter Tunisia and South Africa 
(1991), Egypt (1993) and then Algeria and Zambia in 1994. Direct connection to the US 
only started in 1997 after the Post and Telecommunication Corporation (PTC) launched 
its internet hub and started selling bandwidth to private internet Service Providers 
(ISPs).6  

3. Internet and Human Rights 
From a human rights perspective, the internet has empowered people by placing the 
means to access and disseminate information directly in their hands and in that respect 
“combining in one medium both the right to receive as well as the right to express and 
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disseminate information, ideas and opinions”7. The internet transcends borders and it is 
at once a communications tool providing instantaneous broadcasting capabilities to 
millions of people and a publishing tool. The internet is a tool for the convergence of 
traditional media such as television, radio and print have gone online including gaming 
and movies which are available online. Trade and other business transactions can be 
carried out online in what is now termed e-commerce. Its influence transcends into other 
sectors for example education and science.  It is this convergence and its capabilities 
that make the internet a freedom of expression and access to information advocate‟s 
dream. 
 

However, the internet can also be a nightmare. For example, as observed by David 

Souter, while the internet has broadened “the ability to exercise freedom of expression 

and association, it has made it difficult to exercise the rights to privacy and [made] it 

easier for a variety of actors including individuals, businesses as well as Governments 

to violate them.”8 Privacy will never be the same for individuals who use the internet and 

related technologies. The communications which take place over digital networks – 

mobile and fixed telephones, email, and in particular social networks, i.e., Twitter, 

Facebook, email etc., can easily be traced back to the originator. Mobile devices even 

have mobile tracking of individuals‟ whereabouts. It is difficult to maintain privacy and 

the internet provides new ways by which privacy can be invaded and personal 

information used against those concerned without their knowledge. 

4. Other Issues on Internet and Human Rights   

4.1 Internet lntermediary Liability and Human Rights 

Internet intermediaries i.e., service providers such as internet cafes, Facebook, Google 
etc. are key drivers in the development of the internet as well as in distributing creative 
content. They are also key players in ensuring that individual rights to freedom of 
expression, the right to privacy of communication, the right to freedom of opinion, 
assembly and association are upheld. They host, locate and search for content and 
facilitate its distribution. But also, it is through these same networks that cybercrimes 
are committed.  Because of their technical capabilities, internet intermediaries are under 
increasing pressure from Governments and interest groups to police online content. 
Governments have enacted laws make it a legal liability of these intermediaries for the 
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information that travels across their networks9. In some cases this is done outside the 
ambit of the law. At the same time, various intermediaries ban certain types of content, 
usually outside the scope of any internationally-recognised legitimate limitations on 
freedom of expression.  

4.2 Cyber Security and Trust 

Along with economic benefits, the internet brings with it challenges of cybercrime and 
breaches in cyber security. As more and more people use the internet, there are 
increasing incidents of security breaches targeting corporate interests, national 
Governments and users. Cybercrime is crime committed via the internet and computer 
systems. It includes the traditional crimes now conducted through cyberspace, crimes 
that have evolved due to technology (credit cards frauds, child abuse), new crimes that 
have emerged with the internet (pay per click frauds), and cybercrime tolls which are 
used to facilitate other crimes (botnets). The southern African Governments, companies 
and internet users themselves all face growing cyber security threats. Many security 
threats originate from taking advantage of technical flaws in hardware and software. 
Sharing information about those threats is critical to counter them. Nevertheless, the 
efforts to ensure the security of cyberspace go far beyond technical means. Cyber 
security can be quite complex to internet users without a technical background. 
Education, training and skills development are critical in tackling cybercrime in Southern 
Africa.  
 
In July 2014, the African Union adopted the Convention on Cyber Security and Personal 
Data Protection. The convention is a significant development to create a legislative 
framework for cyber security and data protection in Africa. However, many question the 
vague provisions that may be abused.  For example, while encouraging public/private 
partnerships on cyber security, the Convention fails to put safeguards into the sharing of 
information between companies and Governments. Moreover, the Convention requests 
broad cyber security authority for regulators without clarifying limits to the regulator‟s 
power. To protect user data, data protection standards should have a place even in 
cyber security contexts10.  
 
Along with this Convention, some African Governments are enacting cybercrime 
legislation mainly in reaction to activities such as protests and other perceived threats. 
Cybercrime cannot be defeated by any law or convention alone and cybercrime laws 
should not be used to criminalise legitimate rights to freedom of speech, to privacy of 
communications, freedom of assembly as well as association In fact, it has become 

                                                           
9

 Hogg, B. (2014). A guide to the internet for human rights defenders, p. 48 

10

 Access (2014). African Union adopts framework on cyber security and data protection 

  https://www.accessnow.org/blog/2014/08/22/african-union-adopts-framework-on-cyber-security-and-
data-protection 



6 | P a g e  
 

increasingly clear that the collaboration of all stakeholders in the governance and 
operation of the internet is required to preserve the security and privacy of internet 
users. 
 

4.3 Consumer Rights 

Although consumer rights are legal rights that bind both individuals and Governments 
they are generally regarded as “soft” rights especially among “purists” in fundamental 
human rights. However, there is a raging debate on whether consumer rights and 
consumer protection can be elevated to human rights. That is a debate that this paper 
may not enter into. 
 
However, Amanda Long, Director General of Consumer International (CI) observes, it 
would be a travesty if the digital age was not placed at the heart of consumer rights11. In 
a consumer oriented society, the protection of the consumer against business 
organisations, monopolies, cartels and multinational corporations is of paramount 
importance. This is particularly so in the digital age where business transactions, 
purchases can be done over the Internet across the globe. As a result of such practices, 
there are several issues that emerge that have serious implications for human rights. 
Issues emerging include the unfair treatment of digital consumers, violation of their right 
to privacy and an unfair internet that has many barriers to access. Access to Knowledge 
(A2K) gives the many scenarios through which consumer rights are violated on the 
Internet. For example dense legalese terms and conditions, false advertising, refunds 
when shopping online, returning of faulty goods purchased online, identity theft.12 
 
One of the major issues facing consumers using the Internet has been privacy. 
Consumers have been concerned not just about having important information such as 
credit card numbers given out to the wrong people but also other information such as 
addresses and phone numbers. One of the controversies over privacy and the Internet 
has concerned so-called informational databases that companies accumulate when 
individuals buy something or registers on their sites. These databases contain personal 
information that can be sold to other corporations wishing to target those consumers. 
Corporations have traditionally treated these databases as a normal business asset.  
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SADC ICT Consumer Rights and Protection Regulatory Guidelines13 are meant to assist 
decision makers in ensuring that consumer protection becomes an integral part of 
SADC development objectives. For the guidelines to achieve their purpose, there is 
need for full participation of all stakeholders including civil society in constructive and 
collaborative efforts across the ICT value chain to discuss the consumer rights issues 
that we will be able to fully comprehend.  
 

5. Conclusion 
All human rights are indivisible, interdependent, and interrelated: the improvement of 
one right facilitates advancement of the others; the deprivation of one right adversely 
affects others. Freedom of expression and privacy are explicit parts of this international 
framework of human rights and are enabling rights that facilitate the meaningful 
realization of other human rights.  
 
The duty of Governments to respect, protect, promote, and fulfil human rights is the 
foundation of this human rights framework. That duty includes ensuring that national 
laws, regulations, and policies are consistent with international human rights laws and 
standards on freedom of expression and privacy. At the same time, ICT companies have 
the responsibility to respect the freedom of expression and privacy rights of their users. 
 
As a universal global public resource, the Internet should be secure, resilient, reliable 
and trustworthy network. Different stakeholders in Southern Africa should continue to 
cooperate in order to ensure effectiveness in addressing risks and threats to security 
and stability of the internet. Consumer protection in the digital age must prioritise 
privacy and data issues; managing and protecting identities; consumer empowerment; 
information access, power and trust; and regulations and e-commerce.  
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