
1 | P a g e  
 

 

 

Southern African Internet Governance Forum 2015 (SAIGF-15) 

Thematic Paper No. 1 

“Enhancing Cyber Security and Building Digital Trust, including SPAM” 

Produced by: Southern African Development Community (SADC) Secretariat 

Prepared by: Dr. Edmund Katiti 

 

Table of Contents 
1. Abstract .................................................................................................................... 2 

2. Introduction ............................................................................................................... 2 

3. Cyber Security at the Regional and Continental Level .............................................. 2 

2.1 Analysis of the Problem ..................................................................................... 3 

2.2 The AU Convention on Cyber Security and Protection of Personal Data ........... 3 

2.3 Key Provisions of the AU Cyber Security Convention ........................................ 4 

2.4 AU Cyber Security Capacity Building Project ..................................................... 4 

4. Cyber Security at the National Level ........................................................................... 5 

5. Digital Trust and Curtailing Spam ............................................................................. 5 

6. Conclusion ................................................................................................................ 7 

7. References ............................................................................................................... 7 

 

 



2 | P a g e  
 

1. Abstract 
The thematic paper deals with cyber security from the African perspective starting from the 
regional and continental level and going to the national level where it proffers possible 
strategies to build the necessary infrastructure and human capacity to enhance cyber 
security and curtail spam. 

 

2. Introduction 
Cyber Security is a term that is used to cover security over the Internet and often cover 
areas that include, among others: information security, critical infrastructure, security risk 
management, and information systems. Understanding the relationships between these 
terms and disciplines is essential but is not the subject of this short thematic paper.  
 
Cyber Security has become a priority for Governments, businesses and individuals all over 
the world. Concerted and coordinated effort is needed to ensure that the global e-
commerce is protected from cybercrimes and other cyber threats. In the African Cyber 
Security context, there are several approaches and developments at the continental, 
regional and national level, and this paper starts at the regional and continental level and 
goes down to the national level. 
 

3. Cyber Security at the Regional and Continental Level 
Africa has prioritized the development of its infrastructure under the Programme for 
Infrastructure Development in Africa (PIDA), and is spending billions of dollars every year 
on modernising its infrastructure. As the implementation of PIDA, gets into full gear, the 
Continent’s expenditure on infrastructure is set to rise faster. The continent needs to 
ensure that these investments result in infrastructure that is secure and reliable. As far as 
the Information and Communication Technology (ICT) component of PIDA is concerned, 
one of the major threats is the vulnerability of Africa’s Internet infrastructure, especially 
national critical infrastructures. 

 
The world today is characterized by globalization of risks and crimes. These, whether 
defined as cybercrime, cyber conflict, or forms of cyber espionage, are even more 
challenging to manage in cyberspace, as they can be initiated in one part of the world, and 
may affect millions of people, businesses, Governments, etc., anywhere if not everywhere, 
across the globe. A study report released by McAfee in September 2014 estimates that 
cybercrime costs the global economy about $445 billion every year (Reference 1). 
 
Given the relatively recent adoption of ICT on the continent, Africa is suffering from a large 
cyber security gap. However, this is also an important opportunity, as it allows the region to 
skip many of the legacy systems and adopt modern, more secure approaches to using ICT. 
At the same time, many African states also lack the legal frameworks that would allow 
them to prosecute local cybercriminals or cooperate with international partners in this 
space.  
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2.1 Analysis of the Problem 

Improving cyberspace security presents a complex challenge because cyberspace is 
transnational in nature and has multiple dimensions: scientific, technical, economic, 
financial, political and socio-cultural. 

 
The main objectives of Member States of the African Union (AU) in their quest to develop 
Internet-driven economies can be summarised as follows: 

 To build an information society that respects values, protects rights and freedoms, and 
guarantees the security of the property of persons, organizations, fellow Member 
States and the international community; 

 To contribute to the information society and knowledge economy, guarantee equitable 
access to information while encouraging the creation of non-harmful local African 
content; 

 To achieve a level of technological security adequate to prevent and effectively control 
technological and informational risks; 

 To create an online climate of confidence and trust, that: 
o Encourages innovation and human creativity; 
o Ensures citizens, in particularly the young and vulnerable members of society, are 

protected online;  
o Respects intellectual property; 
o Strikes a balance between legal certainty and technical evolution by being:  

o predictable in terms of prevention and resolution of disputes;  
o allowed to evolve in accordance with technical progress and breakthroughs; 

and  
o harmonized with international best practices and standards. 

 

2.2 The AU Convention on Cyber Security and Protection of Personal Data 

It is against this background that the Extraordinary Session of the African Union Ministers 
in charge of Communication and Information Technologies held on the 5th of November 
2009 in Johannesburg adopted the Oliver Tambo Declaration (Reference 2), which among 
other things, requested “the African Union Commission (AUC) to jointly develop with United 
Nations Economic Commission for Africa (UNECA), a convention on cyber legislation 
based on the Continent’s needs. The convention was to take into account potential 
legislative and regulatory requirements which relate to electronic transaction, cyber 
security, and protection of personal data. Subsequently, the African Union Summit held in 
January 2010 adopted the “Addis Ababa Declaration on Information and Communication 
Technologies in Africa: Challenges and Prospects for Development” (Doc 
Assembly/AU/11(XIV) (Reference 3). This Declaration urged African Member States and 
Regional Economic Communities to strengthen inter-African and international cooperation 
in the ICT sector and gave an official mandate to the AUC to work on the development of 
an African Union Convention on Cyber Security.  
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By necessity development of the Convention required the involvement of Member States to 
secure their buy-in and contributions. This process involved African and international 
experts, who participated in several regional workshops. This resulted in a draft AU Cyber 
Security Convention that received the endorsement of the AU conference of Ministers 
responsible for ICT in Khartoum in September 2012. Finally on June 27, 2014, in Malabo, 
Equatorial Guinea, the AU Summit adopted the “AU Convention on Cyber Security. 
 
The next steps in the implementation of the cyber security convention is its ratification by  
Member States and building (in some instances from scratch) the capacity of national and 
regional structures that are needed to transpose the convention in national laws and 
uphold/enforce the provision of the convention.  
 

2.3 Key Provisions of the AU Cyber Security Convention 

The objective of the AU Cyber Security Convention is to ensure the security of the 
institutional, human, financial, technical and informational assets and resources. The 
Convention focuses on addressing cybercrime and cyber security, but also seeks to 
legislate important elements of electronic transactions and the protection of personal data. 

 
Its ultimate goals are eminently defensive in nature given that the Convention is geared 
towards: 

 Protecting individuals and institutions against threats and attacks capable of 
endangering their survival and efficacy; and 

 Protecting the rights of persons during data gathering and processing against the 
threats and attacks capable of compromising such rights. 
 

Additionally, the Convention seeks to: 

 Reduce cyber security breaches resulting from a malicious attack or in the event of a 
natural disaster; 

 Facilitate the return to normal functioning of online services at a reasonable cost and 
within a reasonable timeframe; and 

 Establish the legal and institutional mechanisms aiming to guarantee normal exercise 
of human rights in cyberspace. 

 

2.4 AU Cyber Security Capacity Building Project 

The African Union has developed a Cyber security Capacity Building Project (CCBP) is 
intended to build-on existing cyber security initiatives across the Continent and will be 
aligned with global efforts to combat cyber-crime and increase cyber security of the online 
environment. On-going cyber security initiatives include and are not limited to: 

 The work of the Africa CERT with a focus on establishment of Computer Emergency 
Response Teams (CERTs); 

 Several RECs as well as regional associations of ICT regulators have cyber security 
initiatives; and 

 Several African countries have national cyber security strategies and some have 
established CERTs and CSIRTs. 
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The continental Cyber Security Capacity Building Project covers of the following areas: 
1. Ratification1 of the AU Cyber Security Convention;  
2. Transposition of the Convention’s provisions into national laws; 
3. Building Cyber Security Capacity at continental, REC and Member State levels; and 
4. Monitoring and Evaluation of the security of African cyberspace. 
 

4. Cyber Security at the National Level 
National cyber security capacity challenges may be summarized as: 
 The shortage of expertise and resources to assist Member States in the ratification and 

transposition of the AU Cyber Security Convention, and monitoring of progress; 
 The lack of the legal and regulatory environments at Member State levels; 
 The dearth of ability to stimulate good cyber security practices and to increase the 

resilience of cyber space and the people and organisations dependent upon it; 
 The shortage of a high-quality Cyber Security workforce and leadership, across the 

public, private and voluntary sectors, and the underpinning educational and training 
platforms required to develop and support them; and 

 Limited availability and use of technology, processes, business models and standards 
to manage cyber risk in the home, in the enterprise, across national critical 
infrastructures and across international cyberspace. In other words, the absence of 
Computer Emergency Response Teams (CERTs), and /or Computer Security Incident 
Response Teams (CSIRTs). 

 
One of the major cyber threats is spam; unsolicited and often unwanted emails and text 
messages on mobile phones. Not only does spam congest our mail boxes but often viruses 
and other cyber threats are transmitted via spam. While there are several spam filters on 
the market, they often require action by the end user to set them up properly. 
 

5. Digital Trust and Curtailing Spam 
Cultivating digital trust begins with understanding the complex cyber threat landscape and 
grappling with the breadth of cyber attacks, especially those affiliated with organized crime. 
Such an undertaking is a challenging proposition for most African countries. To counter 
these threats, every African Government needs to develop and implement a national cyber 
security strategy. Development of such a strategy should involve all stakeholders and 
should cover: 

 Sensitization of citizenry about the nature of the problem and mitigation approaches; 

 Give citizens and institutions opportunity to provide their input into a national dialogue; 

 Clearly articulate the national priorities, policies and programs; 

 Specify the roles and missions of each Government agency and private-sector and 
other key stakeholders; 

                                                           
1
 The convention will come into force after it has been ratified by 15 countries. 
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 Stipulate goals, milestones, and indicators to measure and communicate the extent of 
progress in addressing the issues; 

 Ensure appropriate resourcing; and 

 Regular reviews and updates. 
 
Microsoft (Reference 5) recommends that a well-designed cyber security strategy should 
be based on sound principles that should include: 

 Assessing risk by identifying threats, vulnerabilities, and consequences, then manage it 
through measure like mitigations, controls, and costs; 

 Focus on the desired end state rather than prescribing the means to achieve it, and 
measure progress towards that end; 

 Assess the critical nature of the threats; recognizing that disruptions or failures are not 
equal among critical assets or across critical sectors; 

 Optimize for adoption by the largest possible group of critical assets and 
implementation across the broadest range of critical sectors; 

 Integrate international standards to the maximum extent possible, keeping the goal of 
harmonization in mind wherever; and 

 Include protections for privacy and civil liberties based upon the Fair Information 
Practice Principles and other privacy and civil liberties policies, practices, and 
frameworks. 

 
Cybercrime encompasses any criminal act dealing with computers and networks (called 
hacking). Additionally, cybercrime also includes traditional crimes conducted through the 
Internet using a computer or mobile device 
 
Specific activities at Member State level will include: 

 Development of an appropriate legal and regulatory framework through introduction of a 
supportive legal system that is free from legal barriers for the development of a 
knowledge economy;  

 Ensure that cyber legislation offers basic assurances such as security, integrity, 
authenticity, confidentiality and data protection /privacy;  

 Define key cyber terminologies in legislation, or adopt those definition contained in the 
AU Convention; 

 Develop general principles and specific provisions related to cyber legislation; 

 Outline cyber legislative measures required at Member State level; 

 Incorporate into cyber legislation general principles and specific provision on 
international cooperation in combating cyber-crime; and 

 Develop national strategies and foster transnational cooperation. Despite the 
international nature of the online environment, each nation must protect its networks 
and information infrastructure by enhancing its security, reliability, and resiliency. 
However because of the international nature of cyberspace, this achieves the best 
results when aligned with international standards and practices.  

 
The bulk of the cyber security capacity building will be undertaken at the Member State 
level and will involve the following cadres: 
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 Legislator and the national and regional/provincial level; 

 Security Agencies; 

 Criminal Investigation Agencies; 

 Prosecutors; and 

 Judiciary. 
 
As far as spam is concerned, several regulators around the continent have asked service 
providers to install spam filters in their systems and limit the number of spam reaching end-
users. 
 

6. Conclusion 
The global e-commerce is under threat from cyber-criminals, and concerted effort is 
needed to combat them. African Governments, businesses and individuals need to rise to 
the occasion and increase the security of their infrastructures, systems and databases. 
Commendable efforts are taking place at the regional, continental and national level to 
increase cyber security capacity of governments, businesses and individuals to address 
the challenge. 
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